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Computer crimes and Nigeria’s legal system 
Culled from the Guardian Newspaper, Tuesday 25th May, 2010
THERE is no gainsaying that the revolution in information technology has permeated every sphere of life. Perhaps, the most revolutionary implication of contemporary technological developments is the evolution of a paperless environment characterised by three principal trends: dematerialisation of the work place, omnipresence and malleability.

Law and computer security is related in several ways. First, both federal and state laws affect privacy and secrecy. Secondly, laws regulate the use, development and ownership of data and programmes and thirdly, laws affect actions that can be taken to protect the secrecy, integrity and availability of computer information and service. It must be stated, however, that these basic concerns in computer security are both strengthened and confused by applicable laws, thus legal means co-ordinate with other controls to establish computer security.
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No doubt, in recent years, following the growth of computer information, computers have been used to perpetrate so many evils world over. This is so much that it may be easier to steal national secrets from military computers than to steal an item from a shop. The law does not, however, provide adequate control, either in computer affairs or in others. With computer matters, the law is slowly evolving. Computers are new compared to houses, land money, among others. As a result of this, their place in law, especially in Nigeria is not yet firmly established. The meanings of most technical terms are still a bit foreign in the courtrooms.    

The legal establishment is yet to reach broad agreement on key issues, even the meanings of such terms as ‘data’ can be the subject of contention. Notwithstanding, as statutes are written and cases decided, computers are becoming more defined in the law but the law does not yet cover all improper acts committed with computers.

Starting from the 1990s, computer networks started delivering services to private individuals at home. These services and the motivations for using them are quite from the ‘corporate efficiency model’ and some of the importance of computers and the Internet are storage capacity, information sharing, high reliability, scalability (ability to increase system performance), person to person communication and interactive entertainment.

It is pertinent to state, however, that computers, despite being of such high technology devices, are extremely vulnerable. The nature of computers is such that even a novice can easily gain access unless certain security measures are carried out on the computer by the owner.

As a result, persons with special knowledge in computing can easily gain access to computer systems even when protected. The strongest of firewalls and biometrics authentication systems have been cracked in the past and will probably continue to be cracked in the future. A secretly implanted logic bomb, key loggers that can steal access codes, advanced voice recorders; retina imagers, among others, that can fool biometric systems, can be utilised to get past many a security system.

It is important to recognise that there is a distinction to be drawn between crime in which the use of a computer plays an incidental part on one hand and on the other hand, crimes which can be carried out only by means of or in relation to computer.

The first covers crimes that may be committed without the aid of the Internet while the second are crimes that may be committed with the aid of the Internet and they are otherwise known as ‘cyber crimes’.

In the first category are ‘masquerading’, which involves pretending to be an authorised user after the credentials of the user has been obtained through theft, wiretapping or other means by which the intruder can get access to the files of the user as well as system files, ‘wiretapping’, a process of gaining physical access to communication lines, which are quite often telephone lines.

‘Eavesdropping’, the scanning of someone else’s card input or printed output, ‘pigy-banking’, which involves an interference with the communication link between the user and the processor and the release of or substitution of entirely new messages while returning error messages to the user. ‘Between-the-line’, where the subverter enters his command

between that of the user and so extends his access time. He can even cancel the user’s sign of signals so as to continue operating in his name.  ‘Tap doors’ which are weak points in computer systems where access can be made while by-passing security controls.

In the second category are ‘Hacking or computer network break-in’, a generic term for all occupants of ‘cyber space’ but has come to be applied to those who seek access to data maintained on computer system to which the hacker has no legal password or access code. ‘denial of service attack’, which involves flooding a computer resource with more requests than it can handle which then causes the resource (example web server) to crash thereby denying authorised users the service offered by the resource. ‘Virus/worm attacks’, computer programme that can infect other computer programmes by modifying them in such a way as to include (possibly evolved) copy of it. ‘Trojan attacks’, an unauthorised programme, which functions from inside what seems to be an authorised programme, thereby concealing what it is actually doing.  ‘E-mail bombing’ which refers to sending a large number of emails to the victim resulting in the victim’s email account (in case of an individual) or mail servers (in case of a company or an email service provider) crashing.

‘Financial crimes’, which are crimes committed through the Internet for the purposes of getting financial benefits therefrom. Examples of financial crimes committed through the Internet are salami attacks, cyber pornography, sale of illegal articles, on-line gambling, Internet time thefts, web jacking, intellectual property crimes, credit card fraud, cyber defamation, among others.

Of utmost importance here is computer and Internet fraud: the Nigerian 419 scam. Computer fraud has been defined as any fraudulent behaviour connected with computerisation by which someone intends to gain dishonest advantage. Most popular today are the Internet fraud schemes such as those perpetrated through email, chat rooms, message boards or web sites; critical elements involved being fraudulent solicitations, fraudulent transactions and of course, the victim!

The email fraud scam widely known as ‘419’ (based on section 419 of the Nigerian Criminal code) or ‘Advance Fee Fraud’ reached the Welsh Courts recently where a 33 year-old Nigerian man, Peter Okoeguale, was jailed for his part in such a fraud.

Okoeguale, who was found with floppy disks for scanning websites for email addresses to which spam messages would be sent later pleaded guilty to being equipped to cheat and was jailed for 20 months with the judge, John Rogers QC, saying only a period of imprisonment was appropriate punishment for the crime. He also recommended that Okoeguale be deported after serving his jail term.

At the height of the prosecution of failed bank cases in Nigeria, computer-related fraud was among the serious issues that characterised the whole saga. Although worse types of crimes are perpetrated on the Internet, especially in Europe and North America, the 419 email scam does great damage to the image of Nigeria and Nigerians abroad.    

Considering that a large number of such 419 emails are sent over the Internet, it is easy for persons outside Nigeria to tar all Nigerians with the brush of fraudulence, overlooking the fact that the entirety of the 419 scams are perpetrated by a tiny, indeed minuscule percentage of Nigerians. What is more, it is understood that some non-Nigerians are now also perpetrating copycat versions though still making it appear that their scam emails originate from Nigerians.

The Nigerian government has been under pressure for sometime to take measures to tackle this scourge of 419/email advance fee frauds.    

Recently, the working group on cyber crimes set up by the Nigerian government produced a draft Nigerian Cyber Crime Act 2004, which addresses various types of crime against or through computer systems.    

The crimes created under the draft Act include, among others, unauthorised access to computer, electronic ancillary devices; access with Intent to commit an offence, unauthorised modification of the contents of any computer; illegal communications using electronic messages, illegal interception, data and system interference, email bombing, cyber terrorism and sexual and other offences against minors.

If the Act is eventually passed into law, the Nigerian government would have taken some welcome steps towards tackling specifically in this respect the scourge of 419 email scams. Nevertheless, despite the provisions of the Act, when it comes into force, a more critical element will be detection and the apprehension of the perpetrators of the crime some of whom incidentally stand out like sore thumbs at cyber cafes in Nigeria. To this extent, the draft Nigerian Cyber Crimes Act imposes, with some safeguards, a duty upon service providers operating in Nigeria to assist in the investigation, arrest and prosecution of persons committing offences under the Act. Apart from the imposition of duties on service providers, other pain of sanctions may also be worthwhile to consider offering incentives to service providers that make it worthwhile for them to report suspected criminal activities.

Accordingly, addressing all these problems will necessitate in the first place international cooperation between law enforcement agencies across countries and continents, as well as cooperation between law enforcement agencies and all types of Internet service providers, whether web hosts, proprietors of web servers or cyber cyber café operators.

The software giant has signed a memorandum of understanding with Nigeria’s Economic and Financial Crimes Commission (EFCC) to take up issues including spam, financial scams, phising, spyware, viruses, worms, malicious code launches, counterfeiting and other illegal activity. Microsoft latest news about Microsoft is lending its IT expertise to the government of Nigeria in a joint effort to combat email fraud and other cyber crimes in the African nation.

Reasons for legal protection of computer-related issues are numerous. Technology does not provide absolute security or protection; even where securities are absolutely sufficient, law is required for attempts to commit computer crimes. Law is also necessary to bridge the gap between security and hacking on one hand and technology and liability on the other hand. Dual criminality is required for ‘computer crime laws as it is a global crime and every jurisdiction has a role to play in the prosecution of computer criminals.

Fundamental human rights vis-à-vis computer crimes

When looked into, it will be discovered that computer crimes are of a gross violation of fundamental human rights as entrenched in the 1999 Constitution of Nigeria. Some of these violations are in relation to:

Right to Dignity of Human Person: entrenched in Section 34, provides “Every individual is entitled to respect for the dignity of his person…. In this connection, it provides in subsection (a) and (b) that

• No person shall be subjected to torture or inhuman or degrading treatment;

• No person shall be held in slavery or servitude.

In Uzuokwu v Ezeonu II, the court defined inhuman treatment to include any act without feeling for the suffering of the other. Computer crimes have effect of suffering on victims and thereby fit into this crime. Niki Tobi, JCA (as he then was) noted that degrading treatment lowers the social status, value or position of a person. This is evident in the criminal act of cyber defamation. Slavery or servitude may also be evident in cyber terrorism.

Right to Privacy: Section 37 provides for the privacy of Nigerian citizens, their homes, correspondence, telephone conversations and telegraphic communications. Activities of computer criminals, which involve gaining unauthorised access to computer systems, programmes, websites, among others violate this fundamental right. There are basically three risk factors that are elements of privacy. The first is the risk of injustice due to significant inaccuracy in personal data, unjust interference and the gradual use of data for purposes other than those for which it was collected. The second is to one’s personal control over collection of personal information as a result of excessive and unjustified surveillance.

Finally, there is a risk to dignity as a result of exposure or embarrassment due to absence of transparency in information procedures, physical intrusion into private spaces, unnecessary identification or absence of anonymity or unnecessary or unjustified disclosure of personal information without consent.

Freedom of Expression: Section 39 provides that every person shall be entitled to freedom of expression including to hold opinions and to receive and impart ideas and information without interference. Following this provision, persons have right to impart ideas and information at will. The activities of computer criminals bursting into computer users' privacy negate this right.

The Nigerian approach to computer crimes

The three Ps - prevent, protect and prosecute are relevant here. Within technology, prevention of computer crimes and protection of computer systems are necessary. However, there is need for investigation and prosecution of offenders. The Nigerian government is not left out in finding a legal means for collecting computer crimes as the Federal Government has instituted “the Cyber Crime Project”. A presidential committee on cyber crime was founded for two reasons:

• Security of computer systems and networks;

• Protection of critical Information Communication Technology (ICT) infrastructure in Nigeria.

The Nigerian cyber crime committee came up with a report that:

• Recommended the creation of a legal and institutional framework for cyber crime in Nigeria;

• Created central agency to enforce cyber crime or situate responsibility within existing law enforcement institutions;

• Created the Nigerian Cyber Crime Working Group (NCWG) as an inter-agency body of law enforcement, intelligence, security and ICT institutions, plus private sector; and

• Proposed a draft Nigerian computer Security and Protection Act.

Some of this working group agencies are the EFCC, the Nigeria Police, the National Security Adviser (NSA), the Nigerian Communications Commission (NCC), Department of State Services (DSS); National Internet Group (NIG); Internet Service Providers’ Association of Nigeria (ISPAN); National Information Technology Development Agency (NITDA), and individual citizens representing public interest.

The duties of the working groups include engaging in public enlightenment programmes, building institutional consensus among existing agencies, providing technical assistance to the National Assembly on cyber crime and in the drafting of the Cyber Crime Act; laying the groundwork for a cyber crime agency that will eventually emerge to take charge of fighting cyber crime in Nigeria.

In addition, the working group is tasked with the responsibility of working with global cyber crime enforcement agencies in the USA, the UK and other countries, which are at forefront of fighting cyber crime.

Some other Nigerian laws that may be applicable in the prosecution of computer crimes are Independent and Corrupt Practices and other related Offences Commission (EFCC) Act, Copy Rights Act and Criminal Code Act.

Jurisdictional issues in prosecuting computer crimes

Since cyber crimes cross multiple jurisdictions, the obvious difficulty in any legislation enacted to regulate conduct in cyberspace is empowering domestic courts with the rights to hear cases on crimes committed in foreign countries and involving international personalities. For example, the state prosecutor of a country will have to consider the issue of whether foreign operators of a website situated in cyberspace or in another country that offers online illegal activities, such as gambling and pornography, maybe prosecuted in the former country that outlawed gambling and pornography.       

A negative will impair the ability of the prosecuting state to control or regulate the prohibited activities in its own country. This is because the perpetrators of such activities could avoid criminal liability simply by operating their websites out of jurisdiction. It may be due to this jurisdictional difficulty that Section 14 of the Criminal Code provides that the accused person may be treated as if he had committed the offence in Nigeria even if the offence was committed outside the country.

More complications arise when the laws in the countries in which these foreign operators operate from recognise the online activities as legal, example online gambling and adult sites may well be legal in certain states in the United States and Australia. The issue then is the status of the actions of such individuals as far as the laws of those countries, which outlawed those activities, are concerned. Can these persons be arrested for having committed an offence in the other countries when they step foot there? Likewise, can operators of certain websites in Nigeria be incarcerated in neighbouring countries where such sites are outlawed, assuming their cyber laws have extraterritorial effect? Whatever the answer may be, one thing is certain: steps will have to be taken to evolve universally accepted laws to govern cyberspace in order to avoid an absurd situation whereby the legality of virtual acts are determined by the location of commission, which would be totally inconsistent with the borderless realm of cyberspace.

Evidential issues in the detection and prosecution of computer crimes

The Nigerian Evidence Act unarguably is one of the most eclectic breath-taking innovations engendered by technological developments. These innovations began early enough to first emerge in the 1960. The cascading flood of these developments no doubt, bespeaks the cogency of the clamour for legislative intervention to modernise the Evidence Act. It was clear that against the background of the proverbial lethargy of the Nigerian legislation, judicial intervention is inevitable to save Nigerian procedure or adjectival jurisprudence from unwarranted contempt and humiliation!

The revolution in information technology ‘invades’ the three principal means of effecting the proof of facts under the Evidence Act namely: Oral Testimony (viva voce evidence)- There is clear evidence of the presence of information technology in at least three forms. As opposed to the traditional viva voce mode of reception of evidence under the Evidence Act, there is now the reality of video-recorded evidence in chief, video-recorded cross-examination and re-examination. Even the traditional responsibility of the trial court in the observance of the demeanour of witnesses has been affected by developments in information technology.

Documents-perhaps, nowhere has the impact of information technology been so radically felt than on documents. Technological developments have accessioned a shift from the traditional circumscription of the concept of documents as “books, maps, drawings, photographs’, to a broader understanding of documents to accommodate such technological genres as microfilms, fax, computer disks, audio tapes, computer files, among others. Also, the definitions of ‘bankers' book’ has been adjusted in the light of revolution in record keeping. English courts and English enactments have now endorsed the position that it does not matter whether records are in written form or are kept on microfilms, magnetic tapes or any other form of mechanical or electronic data retrieval mechanism.

Inspection of material things (visit to locus quo)- In American jurisdictions for example, the three dimensional electronic images of scenes which afford them the opportunity to reach out, touch and handle objects have been in use. These computer-generated displays have been allowed in both civil and criminal cases and both judges and jury use them.

Although technological developments have impacted tremendously on the three main classes of evidence, these developments have in Nigeria thrown up about three main types of problems with regard to existing rules of evidence on proof of facts by documents. The problems are evidential status of electronically generated evidence- The definition of document under Section 2 of the Evidence Act which dates back to 1943 when the Act was enacted, is no doubt very restrictive as it clearly premised on a conception of documents as legible inscriptions or writings on substances. But the advent of information technology has eventuated to the evolution of a paperless environment, thus for example, numbers (PINS) have emerged as alternative to signatures, magnetic tapes and discs, among others, have supplanted ledger cards among others. Thus, the Act’s provision on the definition of evidence is out of tune with revolutions in information technology. One possible way out of this problem is the espousal of the English approach where the legislative response was the extension of the reach of the concept of a document, by giving it the widest possible meaning of anything in which information of any description is recorded.

Admissibility: Primary or Secondary Evidence?- According to the provision of Section 93 of the Act, mode of proof of contents of document could be either primary or secondary evidence. The advent of technology has supplanted the logic of the historical exigency of primary evidence, the concatenation of developments that catalysed the process dates back to the timely expression of human ingenuity; to the invention of carbon paper; to the technologies of the photocopier and fax machine and the ultimate emergence of the computer.

One major problem engendered by the use of electronic devices like microfilms, magnetic tapes, disks, among others, for storing data is the use of their classification, that is, are they primary or secondary evidence? It has been argued that what would roughly approximate the original of a printout is the information storage facility in the computer in which the records are kept in magnetic form. Section 94, which provides that ‘primary evidence means the document itself produced for the inspection of the court’ has been employed as an impregnable plank in the architecture of the admissibility of computer printout as primary evidence.

Recommendations

Having realised the powers of the menace 'computer crime’ and the inadequacy of the Nigerian law in fighting it, the following suffice to be steps, which can help in at least ameliorating computer crimes and its numerous effects.

The first major step is that the Nigerian government looks into its various legislations and amends them where necessary. An example of such amendment is on the definition of the offence of stealing, which largely deals with tangible things of a physical nature.

• Where the need arises, new legislation should be used to tackle the peculiarity of virtual crime;

• Enforcement should be of concerted effort between the relevant authorities and concerned institutions;

• Creation of more job opportunities could help in curtailing computer crimes;

• Nigerian government should liaise with governments of other states having similar computer laws with Nigeria and make stronger the laws governing the menace;

• Adoption and ratification of relevant treaties should be encouraged as this will be a step in aiding the international position of computer crimes;

• The slow pace of proceedings, which has proved an impediment to successful prosecution of computer crimes should be stopped and necessary steps taken to fasten proceedings.
